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1
Decision/action requested

approve this new Key issue for inclusion in TR 33.702.
2
References

 [1]
3GPP TR 33.887 Study on Security aspects for 5WWC Phase 2
3
Rationale

This contribution proposes to add a new key issue on NSWO device case. Comparing to the case in KI#4 of TR 33.887[1], there is no gateway for the NSWO device. The UE will use a trusted non-3GPP access to connect with the NSWOF. Thus, when TNAP is changed, the NSWOF will be the same is the assumption for this key issue.
4
Detailed proposal

******************** First Change********************
5.X
Key issue #X: Security aspect of TNAP mobility without full authentication in NSWO case
5.X.1
Key issue details 

This Key issue can be applied to two cases: a normal UE and a N5CW device.
Mobility between two TNAPs within the same NSWOF is not supported in 3GPP currently. For example, when UE moves between two nearby or overlapping TNAP1 and TNAP2, the connectivity will break. Therefore, UE services will be interrupted. The UE needs to reconnect, go through another authentication procedure to continue the service even though the second non-3GPP access connect to the same 5GC.

There could be some potential security solutions where UE switches the TNAP1 to TNAP2 without breaking the connectivity. However, the security aspects of optimizations of inter-TNAP mobility were never studied in SA3. 

5.X.2
Threats

TBD.

5.X.3
Potential security requirements 

5GS should support a mechanism for communication between the UE and TNAP/ NSWOF to establish security with a TNAP without performing full authentication when the UE switches from another TNAP within the same NSWOF.

While switching from one TNAP to another TNAP within the same NSWOF, the interface between UE and the new TNAP shall be confidentiality, integrity, and replay protected.
******************** The End********************
